IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF DELAWARE
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ENOVA TECHNOLOGY CORPORATION, ) S

) K

Plaintiff, ) . 3]

) CcANo 10-04 g _

V. ) = =

) =

INITIO CORPORATION, INITIO ) DEMAND FOR JURY TRIAL o
CORPORATION (California), and WESTERN )
DIGITAL CORPORATION, )
)
Defendants. )

COMPLAINT

Plaintiff Enova Technology Corporation hereby alleges for its Complaint against Initio

Corporation, Initio Corporation (California), and Western Digital Corporation as follows:

PARTIES

1. Plaintiff Enova Technology Corporation (“Enova”) is a corporation organized and
existing under the laws of Taiwan, Republic of China, with its principal place of business in
Hsin-Chu City, Taiwan, Republic of China.

2. Upon information and belief, Defendant Western Digital is a Delaware
corporation with its principal place of business in Lake Forest, California. Upon information and
belief, Western Digital develops, manufactures, and sells a variety of storage products such as
disk drives worldwide to original equipment manufacturers, systems manufacturers, resellers and
retailers under the Western Digital and WD brand names.

3. Upon information and belief, Defendant Initio Corporation is a corporation
organized and existing under the laws of Taiwan, Republic of China, with its principal place of
business in Taipei City, Taiwan, Republic of China. Upon information and belief, Defendant
Initio Corporation (California) is a California corporation with its principal place of business in

- San Jose, California. Upon information and belief, nitio Corporation (Célifornia) is a wholly-
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owned subsidiary of Initio Corporation. Defendant Initio Corporation and Defendant Initio
Corporation (California) are herein collectively referred to as “Initio.” Upon information and
belief, Initio develops, manufactures, and sells semiconductor products such as integrated circuit
(“IC”) controllers, software, and other related products and services to customers worldwide,
including to disk drive manufacturers such as Western Digital.

JURISDICTION

4, This Court has subject matter jurisdiction over this action pursuant to 28 U.S.C.
§§ 1331 and 1338, in that this is a civil action for patent infringement arising under the patent
laws of the United States, Title 35, United States Code.

5. This Court has personal jurisdiction over Defendants because Defendants have
committed and continue to commit acts of direct and indirect patent infringement in this District
as alleged in this Complaint. Furthermore, this Court has personal jurisdiction over Defendant
Western Digital by virtue of its incorporation in Delaware.

YENUE
6. Venue is proper in this judicial district pursuant to 28 U.S.C. §§ 1391 and 1400.
FACTUAL BACKGROUND

7. Enova is the current assignee, and the sole and exclusive owner of all right, title
and interest in United States Patent No. 7,136,995 (“the ‘995 patent™), entitled “Cryptographic
Device” and United States Patent No. 7,386,734 (“the ‘734 patent™). The ‘995 patent was duly
and legally issued by the United States Patent and Trademark Office (“PTO”) on November 14,
2006. The named inventor of the ‘995 patent is Shuning Wann. A copy of the ‘995 patent is
attached hereto as Exhibit A.

8. Enova is the current assignee, and the sole and exclusive owner of all right, title
and interest in United States Patent No. 7,386,734 (“the ‘734 patent”), entitled “Real Time Data
Encryption/Decryption System and Method for IDE/ATA Data Transfer.” The ‘734 patent was
duly and legally issued by the United States Patent and Trademark Office (“PTO”) on June 10,
2008. The named inventors of the 734 patent are Shuning Wann, Chih-Chung Shih, I-Yao
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Chuang, and Bor Wen Chiou. A copy of the 734 patent is attached hereto as Exhibit B.

9. The inventions of the ‘995 and ‘734 patents are directed to technology for
encrypting/decrypting storage media, such as disk drives, in real time without materially
compromising overall system performance. Prior to these inventions, encryption technology was
too slow, and applying it to the contents of entire drives was not practical, as doing so would
compromise overall system performance.

10.  Inor about April 2000, Mr. Wann founded Enova Technology, which has
invested significantly in the technologies covered by the ‘995 and ‘734 patents and pioneered the
development of ground-breaking products, including the first real-time full disk encryption
ASIC. Enova hés also invested heavily in growing the market for such products.

11.  Defendants have ridden on the coattails of Enova’s significant investments in
R&D and market development by infringing Enova’s patents, all to Enova’s damage.

COUNT ONE
(Infringement of Patent No. 7,136,995)

12. Enova re-alleges and incorporates by reference those allegations set forth in
paragraphs 1-11 hereinabove.

13.  This claim is made under the provisions of the patent laws of the United States, 35
U.S.C. §§ 271 et seq.

14.  Defendant Initio has been and still is infringing (directly and/or indirectly), and
will continue to infringe, literally and/or under the doctrine of equivalents, one or more claims of
the ‘995 patent by making, using, offering to sell, selling and/or importing into the United States
certain IC controllers including, but not limited to, a model known as INIC-1607E (collectively
the “Accused Initio Products”).

15.  Defendant Western Digital has been and still is infringing (directly and/or
indirectly), and will continue to infringe, literally and/or under the doctrine of equivalents, one or
more claims of the ‘995 patent by making, using, offering to sell, selling, and/or importing into

the United States, certain hard disk drives including, but not limited to, models known as My
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Book Elite, My Book Essential, My Book for Mac, My Book Studio, My Passport Elite, My
Passport Essential, My Passport Essential for Mac, and My Passport Essential SE (collectively
the “Accused Western Digital Products™). At least some of the Accused Western Digital
Products have incorporated, and will continue to incorporate into such products, one or more of
the Accused Initio Products.

16.  Asadirect and proximate result of Defendants’ infringement of the’995 patent,
Enova has suffered and will continue to suffer serious irreparable injury and damages in an
amount not yet determined for which Enova is entitled to relief.

17.  As adirect and proximate result of Defendants’ infringement of the’995 patent,
Enova will continue to suffer serious irreparable injury unless Defendants’ infringement of the
‘995 patent is enjoined.

COUNT TWO
(Infringement of Patent No. 7.386.734)

18.  Enovare-alleges and incorporates by reference those allegations set forth in
paragraphs 1-11 hereinabove.

19.  This claim is made under the provisions of the patent laws of the United States 35
U.S.C. §§ 271 et seq.

20.  Defendant Initio has been and still is infringing (directly and/or indirectly), and
will continue to infringe, literally and/or under the doctrine of equivalents, one or more claims of
the ‘734 patent by making, using, offering to sell, selling and/or importing certain IC controllers
including, but not limited to, a model known as INIC1607E (collectively the “Accused Initio
Products™).

21.  Defendant Western Digital has been and still is infringing (directly and/or
indirectly), and will continue to infringe, literally and/or under the doctrine of equivalents, one or
more claims of the ‘734 patent by making, using, offering to sell, selling, and/or importing
certain hard disk drives including, but not limited to, models known as My Book Elite, My Book

Essential, My Book for Mac, My Book Studio, My Passport Elite, My Passport Essential, My
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Passport Essential for Mac, and My Passport Essential SE (collectively the “Accused Western
Digital Products™). At least some of the Accused Western Digital Products have incorporated,
and will continue to incorporate into such products, one or more of the Accused Initio Products.

22.  Asadirect and proximate result of Defendants’ infringement of the’734 patent,
Enova has suffered and will continue to suffer serious irreparable injury and damages in an
amount not yet determined for which Enova is entitled to relief,

23. Asadirect and proximate result of Defendants’ infringement of the’734 patent,
Enova will continue to suffer serious itreparable injury unless Defendants’ infringement of the

“734 patent is enjoined.

PRAYER FOR RELIEF

WHEREFORE, Enova respectively requests that this Court enter judgment in its favor
against Defendants and grant the following relief:

a. A judgment declaring that Defendants have directly and/or indirectly infringed
one or more claims of the ‘995 and 734 Patents in violation of 35 U.S.C. § 271;

b. A preliminary and permanent injunction, pursuant to 35 U.S.C. § 283, enj oining
Defendants and their officers, agents, servants, employees, attorneys and all persons in active
concert or participation with them, from any further acts of infringement, inducement of
infringement, or contributory infringement of the ‘995 and ‘734 patents;

c. A judgment, pursuant to 35 U.S.C. § 284, awarding Enova damages adequate to
compensate Enova for Defendant’s infringement of the ‘995 and 734 patents, in an amount to be
determined at trial, but in no event less than a reasonable royalty;

d. A judgment pursuant to 35 U.S.C. § 284, awarding Enova interest on the damages
and its costs incurred in this action;

e. An award of pre-judgment and post-judgment interest and costs to Enova
pursuant to 35 U.S.C. § 284;

f. An order, pursuant to 35 U.S.C. § 285, finding that this is an exceptional case and

awarding to Enova its reasonable attorneys’ fees incurred in this action; and
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g Such other and further relief as the Court may deem just and proper.

DEMAND FOR JURY TRIAL

Enova demands trial by jury on all issues so triable, pursuant to Federal Rule of Civil

Procedure 38.

Of Counsel:

Darryl M. Woo

Charlene M. Morrow

Michelle Cai

FENWICK & WEST LLP

555 California Street, 12th Floor
San Francisco, CA 94104

(415) 875-2300
dwoo@fenwick.com
cmorrow@fenwick.com
mcai@fenwick.com

Dated: January 5, 2010

{00368566;v1}

ASHBY & GEDDES

/s/ John G. Day

John G. Day (1.D. #2403)

Tiffany Geyer Lydon (I.D. #3950)
500 Delaware Avenue, 8" Floor
P.O.Box 1150

Wilmington, DE 19899

(302) 654-1888
jday@ashby-geddes.com
tlydon@ashby-geddes.com

Attorneys for Plaintiff
Enova Technology Corporation
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7 ABSTRACT

A cryptographic device comprises a data stream interceptor,
a main controller receiving input from the data stream
interceptor, and a pair of data generating and storage con-
trollers adapted to perform data transfer protocols with
corresponding peer controllers of a data generating device
and a data storage device, respectively, on command from
the main controller. The cryptographic device further com-
prises a cipher engine programmed to transparently encrypt
and decrypt data streams flowing between the data gener-
ating device and data storage device on command from the
main controller. The cryptographic device does not utilize
system resources associated with the data generating and
storage devices during operation.

15 Claims, 4 Drawing Sheets
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1
CRYPTOGRAPHIC DEVICE

FIELD OF THE INVENTION

The present invention relates generally to cryptography
and more particularly to a device adapted to perform data
encryption/decryption without compromising the overall
system performance.

BACKGROUND OF THE INVENTION

" Encryption is a security technology designed to preserve
the privacy and confidentiality of sensitive data that is being
stored or transmitted. Sensitive data is routinely stored
unencrypted on desktop computers, workstations, note-
books, personal digital assistants (PDAs), cellular tele-
phones, and the like. The hard drives of notebooks are
especially at risk as the computers are frequently used in
non-secure environments and may be relatively easily
removed by an unauthorized user. Computer hard drives
may contain strategic data, patent applications, patent draw-
ings, litigation documents, consumer lists, private health
care information, payroll data and other types of sensitive
data. Users frequently store unencrypted passwords and
access codes to corporate networks on notebooks, which
may compromise corporate network security. Statistics com-
piled annually by the FBI show that network security
breaches are to a significant extent being perpetrated by
employees or contractors who have or can gain access to
sensitive data on an intranet. Moreover, unattended desktop
PCs become frequent targets for unauthorized users attempt-
ing to gain illicit entry into a private network.

Comparatively few cryptographic applications have been
developed to protect data, with most of the applications
being software-based applications adapted to perform file-
level cryptography. File-level cryptography can also be done
by various hardware devices such as PCMCIA cards or
external ASIC-based devices. On the surface, encrypting
only selected files instead of entire hard drives seems to
make sense since not all data is confidential. However, file
cryptography is inherently slow because the entire file must
be decrypted before any portion of the file can be presented
to the user. Also, file encryption normally ignores the
temporary and swap files that are automatically created and
stored in clear text on the hard drive. Worse still, file
encryption frequently results in compromised overall system
performance, and requires manual intervention by users who
may become confused and frustrated by the number of
requisite interactive steps embedded in the application.
From an organizational point of view, the lack of automatic
and transparent cryptographic operation makes it inherently
difficult to enforce data security policies on computers,
mobile communication devices and networks alike. Further-
more, the level of security attainable with file-level cryp-
tography is questionable, since file encryption programs run
under the control of the computer operating system (OS) and
the OS lacks sufficient access control. If an unauthorized
user were capable of subverting the OS, subverting the
file-level cryptography application would be entirely fea-
sible as well. Although PCMCIA encryption cards and
external ASIC encryption devices have been designed to
provide greater key security and to improve performance,
these devices have had only marginal success and suffer
from a variety of compatibility issues. It, therefore, becomes
increasingly clear that conventional cryptography applica-
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tions are not suitable for organizations and/or individuals
requiring optimized security, convenience and uncompro-
mised system performance.

SUMMARY OF THE INVENTION

The present invention is generally directed to a crypto-
graphic device adapted to perform data encryption and
decryption on at least one data stream flowing between at
least one data generating device and at least one data storage
device without compromising overall system performance.

In one embodiment of the present invention, the crypto-
graphic device is adapted to intercept at least ope data stream
flowing between the data generating device and the data
storage device, and transparently perform data encryption
and decryption in accordance with the intercepted data
stream.

In another embodiment of the present invention, the
cryptographic device comprises a data stream interceptor, a
main confroller receiving input from the data stream inter-
ceptor, a data generating controller adapted to perform at
least one data transfer protocol with the data generating
device on command from the main controller, a data storage
controller adapted to perform at least one data transfer
protocol with the data storage device on command from the
main controller, and a cipher engine adapted to transparently
encrypt and decrypt data streams flowing between the data
generating device and the data storage device on command
from the main controller.

Another preferred embodiment is to place, between the
Main Control and the Signal Transmission Line, an Inter-
ceptive Device for intercepting data to be encrypted or
decrypted according to the Main Control instructions.

Yet another preferred embodiment is to introduce two
Data Buffers, one of which is provided between the data
encryption-decryption device and the data storage device,
and the other buffer provided between the data encryption-
decryption device and the data-generating device, for storing
pre-decrypted and encrypted data and pre-encrypted and
decrypted data, respectively.

These and other aspects of the present invention will
become apparent from a review of the accompanying draw-
ings and the following detailed description of the present
invention.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention is best understood from the following
detailed description when read in conjunction with the
accompanying drawings. It is emphasized that, according to
common practice, the various features of the drawings are
not to scale with dimensions of the various features being
arbitrarily expanded or reduced for clarity. Like numerals
denote like features throughout the specification and draw-
ings in which:

FIG. 1 schematically depicts a cryptographic device
operatively coupled between a data generating device and a
data storage device for use during data transfer;

FIG. 2 schematically depicts a data storage device with an
integral cryptographic device operatively coupled to a data
generating device for use during data transfer;

FIG. 3 schematically depicts a data generating device
with an integral cryptographic device operatively coupled to
a data storage device for use during data transfer; and

FIG. 4 schematically depicts the architecture of a cryp-
tographic device in accordance with the present invention.
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DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

Some embodiments of the present invention are described
in detail with reference to the related drawings of FIGS. 1-4.
Additional embodiments, features and/or advantages of the
invention will become apparent from the ensuing description
or may be learned by practicing the invention.

FIG. 1 schematically depicts a cryptographic device 12
operatively coupled between a data generating device 13 and
a data storage device 11 for use during data transfer. In
general, data generating device 13 may be a desktop/note-
book computer, microprocessor, hub, router, mobile com-
puting device, interface card, or any other device capable of
generating data, while data storage device 11 may be a
computer hard drive, tape drive, floppy diskette, compact
disk drive, magnetic optical drive, digital video recorder,
flash memory card, magnetic tape, compact disk (CD),
CD-RW, CD+RW, CD-R, digital versatile disk, PCMCIA
card, or any other device capable of storing data for retrieval
purposes. Cryptographic device 12 is adapted to perform
data encryption/decryption during data transfers between
data generating device 13 and data storage device 11 without
compromising the overall system performance. Specifically,
cryptographic device 12 does not utilize resources typically
associated with data generating device 13, such as CPU,
DRAM, or other system resources during data transfers
between data generating device 13 and data storage device
11. From the functional viewpoint of data generating device
13 and/or data storage device 11, data transfers are being
performed directly between data generating device 13 and/or
data storage device 11, respectively, without any interven-
tion by cryptographic device 12. In general, cryptographic
device 12 acts as an “invisible” data transfer bridge con-
necting data generating device 13 and data storage device
11. Cryptographic device 12 may be implemented in any
suitable stand-alone hardware form such as a hub or the like.
Cryptographic device 12 may also be implemented as a
designated data transfer interface adapted to use various data
communication protocols in network applications such as
local area networks (LANs), wide area networks (WANSs),
and the like.

FIG. 2 schematically depicts a data storage device 21 with
an integral cryptographic device 22 being operatively
coupled to a data generating device 23 for use during data
transfer. Cryptographic device 22 may be integrated in ASIC
chip form on the front end of the data transfer interface (not
shown) of data storage device 21 without any modification
of dataflow control hardware, drivers or data storage device
21 itself. The data transfer interface may be in the form of
Socket, IDE, PCI, 1394, SCSI, PCMCIA, USB or any other
suitable data transfer interface. In general, data generating
device 23 may be a desktop/notebook computer, micropro-
cessor, hub, router, mobile computing device, interface card,
or any other device capable of generating data. Data storage
device 21 may be a computer hard drive, tape drive, floppy
diskette, compact disk drive, magnetic optical drive, digital
video recorder, flash memory card, magnetic tape, compact
disk (CD), CD-RW, CD+RW, CD-R, digital versatile disk,
PCMCIA card, or any other device capable of storing data
for retrieval purposes. Cryptographic device 22 is pro-
grammed to perform transparently data encryption/decryp-
tion during data transfers between data generating device 23
and data storage device 21 without compromising the over-
all system performance. From the functional viewpoint of
data generating device 23, data transfer is being performed
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directly with data storage device 21 without any apparent
intervention by integral cryptographic device 22.

FIG. 3 schematically depicts a data generating device 33
with an integral cryptographic device 32 being operatively
coupled to a data storage device 31 for use during data
transfer. Cryptographic device 32 may be integrated in ASIC
chip form on the front end of the data transfer interface (not
shown) of data generating device 33 without any modifica-
tion to dataflow control hardware, drivers or data generating
device 33 itself. The data transfer interface may be in the
form of Socket, IDE, PCI, 1394, SCSI, PCMCIA, USB or
any other suitable data transfer interface. In general, data
generating device 33 may be a desktop/notebook computer,
microprocessor, hub, router, mobile computing device, inter-
face card, or any other device capable of generating data.
Data storage device 31 may be a computer hard drive, tape
drive, floppy diskette, compact disk drive, magnetic optical
drive, digital video recorder, flash memory card, magnetic
tape, compact disk (CD), CD-RW, CD+RW, CD-R, digital
versatile disk, PCMCIA card, or any other device capable of
storing data for retrieval purposes. Cryptographic device 32
is programmed to perform transparently data encryption/
decryption during data transfers between data generating
device 33 and data storage device 31 without compromising
the overall system performance. From the functional view-
point of data storage device 31, data transfer is being
performed directly with data generating device 33 without
any apparent intervention by integral cryptographic device

2

FIG. 4 depicts schematically the architecture of a cryp-
tographic device 43 in accordance with the present inven-
tion. In the embodiment of FIG. 4, cryptographic device 43
is shown operatively coupled between a data generating
device 41 and a data storage device 42 for use during data
transfer. In general, data generating device 41 may be a
desktop/notebook computer, microprocessor, hub, router,
mobile computing device, interface card, or any other device
capable of generating data. Data storage device 42 may be
a computer hard drive, tape drive, floppy diskette, compact
disk drive, magnetic optical drive, digital video recorder,
flash memory card, magnetic tape, compact disk (CD),
CD-RW, CD+RW, CD-R, digital versatile disk, PCMCIA
card, or any other device capable of storing data for retrieval
purposes. Cryptographic device 43 may be implemented in
any suitable hardware form. Cryptographic device 43 is
adapted to perform transparently data encryption and
decryption during data transfers between data generating
device 41 and data storage device 42 with no impact on
overall system performance.

As generally illustrated in FIG. 4, cryptographic device 43
comprises a data stream interceptor 431 which is operatively
coupled to a main controller 432. Main controller 432
communicates control signals to a data generating controller
433, a data storage controller 434, and a cipher engine 436.
Main controller 432 receives input from data stream inter-
ceptor 431 and determines whether an incoming data stream,
which may include command/control and/or data signals, is
to be encrypted, decrypted or passed through unmodified. In
this regard, data stream interceptor 431 is adapted to distin-
guish between command/control and data signal transfers.
Specifically, interceptor 431 is configured to pass through
certain command/control signals via a bypass data path 44,
and intercept other command/control signals which are
transmitted to main controller 432, as generally depicted in
FIG. 4. Main controller 432 instructs data generating con-
troller 433 and data storage coatroller 434 to perform
specific data transfer protocols such as read/write, PIO/
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DMA, ATA/IDE, PCI, and the like with cotresponding peer
controllers (not shown) of data generating device 41 and
data storage device 42, respectively, according to the inter-
cepted command/control signals. Main controller 432 also
transmits control signals to cipher engine 436 to notify the
same of an incoming data stream. Cipher engine 436 is
operatively coupled between an input buffer 435 and an
output buffer 437, and programmed to transparently encrypt/
decrypt streaming data during data transfer between data
generating device 41 and data storage device 42, as gener-
ally shown in FIG. 4. Input buffer 435 stores pre-encrypted
and pre-decrypted data, while output buffer 437 stores
encrypted and decrypted data, respectively. Input buffer 435
receives data from data generating device 41 or data storage
device 42 depending on the type of data transfer. Output
buffer 437 outputs data to data generating device 41 or data
storage device 42 depending on the type of data transfer.
Data generating device 41 may include a 1-bit, 8-bit, 16-bit
or 32-bit data width interface. Data storage device 42 may
include a 1-bit, 8-bit, 16-bit or 32-bit data width interface.
Cipher engine 436 may include a 64-bit, 128-bit or other
data width interface depending on the ciphering algorithm
being used. Input buffer 435 is adapted to convert incoming
data width to a data width suitable for input to cipher engine
436. Output buffer 437 is adapted to convert incoming data
width to a data width suitable for output to data storage
device 42 or data generating device 41.

No resources associated with data generating device 41 or
data storage device 42, or any other system resources, are
being used by cryptographic device 43 during data transfer
between data generating device 41 and data storage device
42. Cryptographic device 43 independently and transpar-
ently encrypts/decrypts incoming data streams without com-
promising the overall system performance. A person skilled
in the art would recognize that cryptographic device 43 may
be adapted for implementation in network communication
applications such as those involving LANs, WANSs, virtual
private networks (VPNs), and the Internet.

While the invention has been described in terms of
various specific embodiments, those skilled in the art would
recognize that the invention can be practiced with modifi-
cation within the spirit and scope of the claims. Additionally,
features illustrated or described as part of one embodiment
can be used in another embodiment to provide yet another
embodiment such that the features are not limited to the
specific embodiments described hereinabove. Thus, it is
intended that the present invention cover all such embodi-
ments and variations as long as such embodiments and
variations come within the scope of the appended claims and
their equivalents.

What is claimed is:

1. A cryptographic device, compromising;

at least one data stream interceptor that distinguishes
between command/contro] and data signal transfers;

a main controller receiving input from said at least one
data stream interceptor and determining whether
incoming data would be encrypted or passed through
based on the received input from said at least one data
stream interceptor;

at least one data generating controller adapted to perform
at least one data transfer protocol with at least one data
generating device on command from said main con-
troller;

at least one data storage controller adapted to perform at
least one data transfer protocol with at least one data
storage device on command from said main controller;
and
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at least one cipher engine adapted to transparently encrypt
at least one data stream between said at least one data
generating device and said at least one data storage
device on command from said main controller.

2. The cryptographic device of claim 1, wherein said at
least one cipher engine is operatively coupled between at
least one input buffer and at least one output buffer.

3. The cryptographic device of claim 2, wherein said at
least one input buffer receives data from said at least one
data generating device and said at least one data storage
device.

4. The cryptographic device of claim 2, wherein said at
least one output buffer outputs data to said at least one data
generating device and said at least one data storage device.

5. A cryptographic device, comprising:

at least one data stream interceptor that distingunishes

between command/control and data signal transfers;

a main controller receiving input from said at least one

data stream interceptor and determining whether
incoming data would be decrypted or passed through
based on the received input from said at least one data
stream interceptor;

at least one data generating controller adapted to perform

at Jeast one data transfer protocol with at least one data
generating device on command from said main con-
troller;

at least one data storage controller adapted to perform at

least one data transfer protocol with at least ope data
storage device on command from said main controller;
and

at least one cipher engine adapted to transparently decrypt

at least one data stream between said at least one data
generating device and said at least one data storage
device on command from said main controller.

6. The cryptographic device of claim 5, wherein said at
least one cipher engine is operatively coupled between at
least one input buffer and at least one output buffer.

7. The cryptographic device of claim 6, wherein said at
least one input buffer receives data input from said at least
one data generating device and said at least one data storage
device.

8. The cryptographic device of claim 6, wherein said at
least one output buffer outputs data to said at least one data
generating device and said at least one data storage device.

9. A cryptographic device, comprising:

at least one data stream interceptor that distinguishes

between command/control and data signal transfers;

a main controller receiving input from said at least one

data stream interceptor and determining whether
incoming data would be encrypted, decrypted or passed
through based on the received input from said at least
one data stream interceptor;

at least one data generating controller adapted to perform

at least one data transfer protocol with at least one data
generating device on command from said main con-
troller;

at least on data storage controller adapted to perform at

least one data transfer protocol with at least one data
storage device on command from said main controller;
and

at least one cipher engine adapted to transparently encrypt

or decrypt at least one data stream between said at least
one data generating device and said at least one data
storage device on command from said main controller.

10. The cryptographic device of claim 9, wherein said at
least one cipher engine is operatively coupled between at
least one input buffer and at least one output buffer.
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11. The cryptographic device of claim 10, wherein said at
least one input buffer receives data from said at least one
data generating device and said at least one data storage
device.

12. The cryptographic device of claim 10, wherein said at
least one output buffer outputs data to said at least one data
generating device and said at least one data storage device.

13. A cryptographic device operatively coupled between
a data generating device and a data storage device for use
during data transfer, said cryptographic device comprising:

a data steam interceptor that distinguishes between com-
mand/control and data signal transfers;

a main controller receiving input from said at least one
data stream interceptor and determining whether
incoming data would be encrypted, decrypted or passed
through based on the received input from said at least
one data stream interceptor;

a data generating controller adapted to perform at least
one data transfer protocol with the data generating
device on command from said main controller;

a data storage controller adapted to perform at least one
data transfer protocol with the data storage device on
command from said main controller; and

a cipher engine adapted to transparently encrypt or
decrypt at least one data stream between the data
generating device and the data storage device on com-
mand from said main controller.

14. A cryptographic device integrated within a data stor-
age device for use during data transfer with a data generating
device, said cryptographic device comprising:

a data stream interceptor that distinguishes between com-

mand/control and data signal transfers;

a main controller receiving input from said data stream
interceptor and determining whether incoming data
would be encrypted, decrypted or passed through based
on the received input from said at least one data stream
interceptor;
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a data generating controller adapted to perform at least
one data transfer protocol with the data generating
device on command from said main controller;

a data storage controller adapted to perform at least one
data transfer protocol with the data storage device on
command from said main controller; and

a cipher engine adapted to tramsparently encrypt or
decrypt at least one data stream between the data
generating device and the data storage device on com-
mand from said main controller.

15. A cryptographic device integrated within a data gen-

erating device for use during data transfer with a data storage
device, said cryptographic device comprising:

a data stream interceptor that distinguishes between com-
mand/control and data signal transfers;

a main controller receiving input from said data stream
interceptor and determining whether incoming data
would be encrypted, decrypted or passed through based
on the received input from said at least one data stream
interceptor;

a data generating controller adapted to perform at least
one data transfer protocol with the data generating
device on command from said main controiler;

a data storage controller adapted to perform at least one
data transfer protocol with the data storage device on
command from said main controller; and

a cipher engine adapted to transparently encrypt or
decrypt at least one data siream between the data
generating device and the data storage device on com-
mand from said main controller.
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REAL TIME DATA
ENCRYPTION/DECRYPTION SYSTEM AND
METHOD FOR IDE/ATA DATA TRANSFER

CROSS-REFERENCE TO RELATED
APPLICATION

This application is a continuation-in-part of pending U.S.
patent application Ser. No. 09/704,769, filed Nov. 3, 2000,
entitled “An encryption-decryption device for data storage”,
the entire disclosure of which is incorporated herein by
reference.

FIELD OF THE INVENTION

The present invention relates generally to data encryption/
decryption and more particularly to a real time data encryp-
tion/decryption system for IDE/ATA data transfer.

BACKGROUND OF THE INVENTION

Integrated Drive Electronics (IDE) is a standard electronic
interface used between a computer motherboard bus and
disk storage devices. IDE has been adopted as a standard by
American National Standards Institute (ANSI), whereby the
ANSI desigpation for IDE is Advanced Technology Attach-
ment (ATA). IDE/ATA also refers to the electronic protocol
used by computers or host devices to transfer data to/from
data storage devices. There are two data transfer methods
used in IDE: Programmed Input/Output (PIO) and Direct
Memory Access (DMA). In PIO mode, the data transfer is
initiated and performed by the host device or processor. In
DMA mode, data transfer is controlled by signals for hand-
shaking between the host device and the data storage device.

When proprietary information is kept in storage media
where physical access control cannot be assured, data
encryption and decryption provides a mechanism for pro-
tecting data from unauthorized access. Data may be cryp-
tographically protected by encrypting data as it is sent from
a bost device to a data storage device, and decrypting the
stored data as it is retrieved from the data storage device
upon request by the host device.

In a conventional data relay approach, data is transferred
via an IDE bridge or interface placed in series between a
host and a data storage device. This type of data transfer
traditionally requires that the IDE interface implement an
IDE controller supporting full ATA protocol on each side of
the IDE interface for data buffering/dataflow control. The
IDE interface simultaneously plays the role of a virtual host
device with the data storage device and the role of a virtual
data storage device with the host device during IDE/ATA
data transfer. The problem with the data relay approach is
that the IDE interface needs to implement large data buffers
to maintain dataflow control. Such large data buffers are
often implemented on an IDE application specific integrated
circuit (ASIC) using costly static random-access memory
(SRAM) macros or the like, which results in high chip
manufacturing costs.

SUMMARY OF THE INVENTION

The present invention is generally directed to a data
ciphering system comprising at least one cryptographic
interface operatively coupled between at least one host
device and at least one data storage device, and adapted to
perform real time data encryption and decryption during
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2

IDE/ATA data transfer between the host device and the data
storage device without affecting the overall data transfer
efficiency.

In one embodiment of the present invention, a crypto-
graphic interface for IDE/ATA data transfer intervention
comprises a first IDE controller supporting partial ATA
protocol, and a second IDE controller supporting partial ATA
protocol. The second IDE controller is operatively coupled
to the first IDE controller. The first and second IDE con-
trollers are adapted to forward IDE/ATA dataflow control
signals between at least one host IDE controller of at least
one host device and at least one data storage IDE controller
of at least one data storage device while data is streaming
between the host device and the data storage device during
IDE/ATA data transfer. The host IDE controller and the data
storage IDE controller each support full ATA protocol.

In another embodiment of the present invention, a cryp-
tographic interface for IDE/ATA data transfer intervention
comprises a first IDE controller supporting partial ATA
protocol, and a second IDE controller supporting partial ATA
protocol. The second IDE controller is operatively coupled
to the first IDE controller. The first and second IDE con-
trollers are adapted to delay forwarding of IDE/ATA data-
flow control signals between at least one host IDE controller
of at least one host device and at least one data storage IDE
controller of at least one data storage device if data is not
streaming between the host device and the data storage
device during IDE/ATA data transfer. The host IDE control-
ler and the data storage IDE controller each support full ATA
protocol.

In yet another embodiment of the present invention, a
method for ciphering of data during IDE/ATA data transfer
between a host device and a data storage device comprises
the steps of intercepting at least one IDE/ATA data transfer
between the host and data storage devices, forwarding

" IDE/ATA dataflow control signals between the host and data

storage devices while data is streaming between the host and
data storage devices, delaying forwarding of the IDE/ATA
dataflow control signals between the host and data storage
devices if data is not streaming between the host and data
storage devices, and performing transparently real time
ciphering of data.

These and other aspects of the present invention will
become apparent from a review of the accompanying draw-
ings and the following detailed description of the present
invention.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention is best understood from the following
detailed description when read in conjunction with the
accompanying drawings. It is emphasized that, according to
common practice, the various features of the drawings are
not to scale. On the contrary, the dimensions of the various
features are arbitrarily expanded or reduced for clarity. Like
numerals denote like features throughout the specification
and drawings in which:

FIG. 1 is a schematic block diagram of a real-time data
encryption/decryption system for IDE/ATA data transfer;

FIG. 2 is a schematic representation of an Ultra Direct
Memory Access (UDMA )/ Multi-word DMA data-out trans-
fer;

FIG. 3 is a schematic representation of an UDMA/Multi-
word DMA data-in transfer;

FIG. 4 is a schematic representation of a Programmed
Input/Output (PIO) data-out transfer;
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FIG. 5§ is a schematic representation of a PIO data-in
transfer;

FIG. 6 generally shows one embodiment of the real-time
data encryption/decryption system of FIG. 1;

FIG. 7 is a flowchart generally depicting a method for
real-time data encryption/decryption during IDE/ATA data
transfer;

FIG. 8 is a flowchart generally depicting a method for
real-time data encryption/decryption during UDMA/Multi-
word DMA data transfer; and

FIG. 9 is a flowchart generally depicting a method for
real-time data encryption/decryption during PIO data trans-
fer.

DETAILED DESCRIPTION OF THE
INVENTION

Some embodiments of the present invention are described
in detail with reference to the related drawings of FIGS. 1
through 9. Additional embodiments, features and/or advan-
tages of the invention will become apparent from the ensu-
ing description or may be learned by practicing the inven-
tion.

FIG. 1 is a schematic block diagram of a real time data
encryption/decryption system 8 for IDE/ATA data transfer.
Real time data encryption/decryption system 8 comprises a
cryptographic interface 10 operatively coupled between an
IDE controller 12 of a host device 16 and an IDE controller
14 of a data storage device 18. Cryptographic interface 10 is
adapted to perform transparently real-time data encryption/
decryption during IDE/ATA data transfer between host
device 16 and data storage device 18, without affecting
adversely the overall data transfer efficiency.

IDE controller 12 supports standard full-ATA protocol
and includes a conventional large data buffer 20 for dataflow
control. IDE controller 14 also supports standard full-ATA
protocol and includes a conventional large data buffer 22 for
dataflow control. In general, host device 16 may be a
desktop or notebook computer, microprocessor, router, inter-
face card, or any other device capable of generating data,
while data storage device 18 may be a disk drive, tape drive,
floppy diskette, compact disk drive, magnetic optical drive,
digital video recorder, flash memory card, PCMCIA card, or
any other device capable of storing data for retrieval pur-
poses.

In ope embodiment of the invention, cryptographic inter-
face 10 is programmed to intercept IDE/ATA data transfers
between host device 16 and data storage device 18 and
transparently encrypt/decrypt data by way of a cipher engine
24, which is operatively coupled between a small input data
buffer 26 and a small output data buffer 28, as generally
illustrated in FIG. 1. Cipher engine 24 of cryptographic
interface 10 encrypts/decrypts data in several standard pipe-
line stages using various known cryptographic algorithms
such as DES (Data Encryption Standard), TDES (Triple
DES), or AES (Advanced Encryption Standard) during
IDE/ATA data transfers between host device 16 and data
storage device 18. Other types of cipher engines and/or
cryptographic algorithms may also be utilized in practicing
the invention.

In another embodiment of the invention, cryptographic
interface 10 is programmed to directly forward/pass through
IDE/ATA dataflow control signals from host device 16 to
data storage device 18, and vice versa, by way of a host
device-side IDE controller 30, and a data storage device-side
IDE controller 32 while data is streaming between host
device 16 and data storage device 18. Each of IDE control-
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lers 30, 32 is adapted: to support partial ATA protocol, as
generally depicted in FIG. 1. As generally shown in FIG. 1,
cryptographic interface 10 forwards IDE/ATA dataflow con-
trol signals from host device 16 to data storage device 18 by
intercepting host IDE/ATA dataflow control signals by way
of host device-side IDE controller 30, and reproducing these
control signals for data storage device 18 by way of data
storage device-side IDE controller 32.

Similarly, cryptographic interface 10 forwards IDE/ATA
dataflow control signals from data storage device 18 to host
device 16 by intercepting data storage device IDE/ATA
dataflow control signals by way of data storage device-side
IDE controller 32, and reproducing these control signals for
host device 16 by way of host device-side IDE controller 30.
The partial ATA protocol implementation in IDE controllers
30, 32 in conjunction with cipher engine 24 allows crypto-
graphic interface 10 to transparently encrypt/decrypt data in
real time during IDE/ATA data transfer between host device
16 and data storage device 18. Cryptographic interface 10 is
configured to process data at least as fast as host device 16
and data storage device 18 so as not to impair the overall
data transfer efficiency.

In yet another embodiment of the invention, crypto-
graphic interface 10 is programmed to delay the forwarding
of IDE/ATA dataflow control signals from host device 16 to
data storage device 18, and vice versa, if data is not
streaming between host device 16 and data storage device
18, as generally described herein below with reference to
steps 148 and 152 of FIG. 7.

From the functional viewpoint of IDE controllers 12, 14,
IDE/ATA data transfer is being performed directly between
host device 16 and data storage device 18 without any
intervention by cryptographic interface 10. Therefore, cryp-
tographic interface 10 does not need to include traditional
data buffering/dataflow control capabilities such as large
data buiffers and full ATA protocol support, as traditionally
practiced in the art. Additionally, there is no need to separate
IDE/ATA data transfer between host and data storage
devices into two independent data transfers, such as between
host device 16 and cryptographic interface 10, and between
cryptographic interface 10 and data storage device 18. IDE
controllers 12, 14 are each responsible for handling data
buffering/dataflow control during IDE/ATA data transfer.
Cryptographic interface 10 acts generally as a “forwarder”
or an IDE/ATA-compliant data flow control signal pass-
through bridge between host device 16 and data storage
device 18 during IDE/ATA data transfers. IDE controllers
30, 32 of cryptographic interface 10 need only interpret
those ATA commands which are required to perform cipher
data processing.

As farther depicted in FIG. 1, host device 16 may store
data in data storage device 18 by way of cryptographic
interface 10 which transparently encrypts incoming data in
real time via small input data buffer 26, cipher engine 24,
and small output data buffer 28. Host device 16 may retrieve
stored encrypted data from data storage device 18 by way of
cryptographic interface 10 which transparently decrypts the
same in real time via small input data buffer 26, cipher
engine 24, and small output data buffer 28.

In still another embodiment of the invention, crypto-
graphic interface 10 is implemented as an application-
specific integrated circuit (ASIC). Small input data buffer 26
and small output data buffer 28, which are used to hold data
for the pipeline stages of cipher engine 24, are implemented
using latches or registers. This implementation avoids the
use of costly static random access memory (SRAM) macros
or the like. Other implementations of cryptographic inter-
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face 10 may be utilized, provided such other implementa-
tions agree with the intended spirit and scope of the present
invention.

FIG. 2 is a schematic representation of an UDMA/Multi-
word DMA data-out transfer. UDMA is a protocol for
transferring data between a hard disk drive through a com-
puter bus to the computer’s random access memory (RAM).
The UDMA protocol transfers data in burst mode and uses
cyclical redundancy checking (CRC) for data protection
during ATA data transfer. Data burst mode includes data
burst initialization, data burst pausing, and data burst ter-
mination procedures. In one example, UDMA/Multi-word
DMA data-out transfer may be defmed as UDMA/Multi-
word DMA data transfer from host device 16 to data storage
device 18. In another example, UDMA/Multi-word DMA.
data-out transfer may be defmed as UDMA/Multi-word
DMA data transfer from data storage device 18 to host
device 16.

Before onset of a data burst initialization procedure,
cryptographic interface 10 intercepts critical IDE/ATA data
transfer parameters such as data transfer mode, data transfer
size, and the like, to prepare for UDMA/Multi-word DMA
data transfer between host device 16 and data storage device
18 according to these parameters, as schematically shown in
step 50 of FIG. 2.

At the beginning of an UDMA/Multi-word DMA data-out
transfer, which consists of several data bursts, cryptographic
interface 10 performs a burst initialization procedure with
host device 16 to initiate the data transfer and direct incom-
ing data to cipher engine 24 (shown in FIG. 1) via small
input buffer 26 (shown in FIG. 1). After the incoming data
is encrypted and transferred to small output data buffer 28
(shown in FIG. 1), cryptographic interface 10 performs a
burst initialization procedure with data storage device 18
and transmits the encrypted data to data storage device 18,
as schematically shown in step 52 of FIG. 2.

During transmission of a data burst, if host device 16 or
data storage device 18 requires a pause in data transfer due
to dataflow control issues, cryptographic interface 10 imme-
diately forwards corresponding data transfer pause com-
mand/response signals between host device 16 and data
storage device 18 to allow for momentary suspension of data
transfer, as schematically shown in step 58 of FIG. 2.
Therefore, cryptographic interface 10 is not concerned with
dataflow control at all during UDMA/Multi-word DMA
data-out transfer. Instead, cryptographic interface 10 trans-
parently intervenes to pass through dataflow control signals
and perform data encryption via IDE controller 30 (shown in
FIG. 1) and cipher engine 24 (shown in FIG. 1), respectively.

As schematically shown in step 54 of FIG. 2, if host
device 16 or data storage device 18 needs to terminate a data
burst in transmission, cryptographic interface 10 immedi-
ately forwards corresponding data transfer termination com-
mand/response signals between host device 16 and data
storage device 18 to allow for termination of data transfer.

During the burst termination procedure, IDE controller 12
(shown in FIG. 1) transmits a CRC value calculated from
plain text data to IDE controller 30 (shown in FIG. 1) for
error checking at the end of each data burst. IDE controller
32 (shown in FIG. 1) of cryptographic interface 10 transmits
a CRC value calculated from cipher text data to data storage
device 18 for error checking at the end of each data burst. If
the transmitted cipher text CRC value is erroneous, data
storage device 18 reports the discrepancy to host device 16
by a CRC error status bit upon termination of the data
transfer with no additional action being taken by crypto-
graphic interface 10.
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If the transmitted plain text CRC value is erroneous,
cryptographic interface 10 forwards the CRC error to data
storage device 18 to notify data storage device 18 of the
same by transmitting a pre-defined erroneous CRC value to
data storage device 18 during the final data burst termination
procedure. A final data burst termination procedure is gen-
erally shown as step 60 in FIG. 2.

As schematically shown in step 62 of FIG. 2, when data
transfer is complete, data storage device 18 forwards cor-
responding ATA information to host device 16 to notify host
device 16 of the same.

FIG. 3 is a schematic representation of an UDMA/Multi-
word DMA data-in transfer. In one example, UDMA/Multi-
word DMA data-in transfer may be defined as UDMA/
Multi-word DMA data transfer from data storage device 18
to host device 16. In another example, UDMA/Multi-word
DMA data-in transfer may be defined as UDMA/Multi-word
DMA data transfer from host device 16 to data storage
device 18.

As schematically shown in step 70, cryptographic inter-
face 10 intercepts critical IDE/ATA data transfer parameters
such as data transfer mode, data transfer size, and the like to
prepare for UDMA/Multi-word DMA data transfer between
data storage device 18 and host device 16 according to these
parameters. Cryptographic interface 10 performs a burst
initialization procedure with data storage device 18 to ini-
tiate the data transfer and direct encrypted data to cipher
engine 24 (shown in FIG. 1) for decryption via small input
buffer 26 (shown in FIG. 1). After the incoming data is
decrypted and transferred to small output data buffer 28
(shown. in FIG. 1), cryptographic interface 10 performs a
burst initialization procedure with host device 16 and trans-
mits the decrypted data to host device 16, as schematically
shown in step 72 of FIG. 3.

During transmission of a data burst, if data storage device
18 or host device 16 requires a pause in data transfer due to
dataflow control issues, cryptographic interface 10 immedi-
ately forwards corresponding data transfer pause command/
response signals between data storage device 18 and host
device 16 to allow for momentary suspension of data
transfer, as schematically shown in step 78 of FIG. 3.
Cryptographic interface 10 is, therefore, not concerned with
dataflow control at all during UDMA/Multi-word DMA
data-in transfer. Instead, cryptographic interface 10 trans-
parently intervenes during UDMA/Multi-word DMA data-in
transfer to pass through dataflow control signals and perform
data decryption via IDE controller 32 (shown in FIG. 1) and
cipher engine 24, respectively.

If data storage device 18 or host device 16 needs to
terminate a data burst in transmission, cryptographic inter-
face 10 immediately forwards corresponding data transfer
termination command/response signals between data storage
device 18 and host device 16 to allow for termination of data
transfer, as schematically shown in step 74 of FIG. 3.

In step 80, cryptographic interface 10 performs a final
burst termination procedure with data storage device 18.
Cipher engine 24 decrypts the last remaining data, and
transmits the same to small output data buffer 28. Crypto-
graphic interface 10 performs a burst termination procedure
with host device 16. If a CRC error occurs on the data
storage device side of the data transfer, no special action is
taken by cryptographic interface 10 as data storage device
18 reports the error to host device 16 by a CRC error status
bit upon termination of the data transfer.

If a CRC error occurs on the host device side of the data
transfer, cryptographic interface 10 does not forward the
error to data storage device 18 since the data storage device
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side data transfer has already terminated. As schematically
shown in step 82, to resolve the discrepancy, cryptographic
interface 10 manipulates ATA information by asserting the
CRC error status bit to “true” to notify host device 16 that
a CRC error has been detected by data storage device 18,
whereby host device 16 may take corrective action such as
to re-transmit the data.

FIG. 4 is a schematic representation of a PIO data-out
transfer from host device 16 to data storage device 18. In
PIO mode, data transfer is initiated and performed by a host
device, such as a microprocessor. Dataflow control includes
read and write data strobes, which are issued to a data
storage device by either a host central processing unit (CPU)
or a host ATA adapter. In one example, PIO data-out transfer
may be defined as PIO data transfer from host device 16 to
data storage device 18. In another example, PIO data-out
transfer may be defined as PIO data transfer from data
storage device 18 to host device 16.

Initially, cryptographic interface 10 intercepts critical
IDE/ATA data transfer parameters such as data transfer
mode, data trapsfer size, and the like, to prepare for PIO
data-out transfer between host device 16 and data storage
device 18 according to thee parameters, as schematically
shown in step 100 of FIG. 4. Host device 16 generates write
strobes to transmit data to cryptographic interface 10. Cryp-
tographic interface 10 directs the incoming data to cipher
engine 24 (shown in FIG. 1) for encryption via small input
data buffer 26 (shown in FIG. 1). IDE controller 30 (shown
in FIG. 1) of cryptographic interface 10 is programmed to
delay forwarding of these write strobes to IDE controller 14
(shown in FIG. 1) of data storage device 18 via IDE
controller 32 (shown in FIG. 1) until incoming data has been
encrypted and is ready to be transmitted to data storage
device 18, as generally shown in step 102 of FIG. 4

As generally depicted in step 104 of FIG. 4, when the
encrypted data is ready for transmission to data storage
device 18, IDE controller 30 (shown in FIG. 1) of crypto-
graphic interface 10 forwards the write strobes directly to
1DE controller 14 (shown in FIG. 1) of data storage device
18 for the remaining duration of the data transfer. Upon
completion of the host side data transfer, cryptographic
interface 10 immediately generates write strobes and
appends the same to the storage device side data transfer, as
generally shown in step 106 of FIG. 4.

FIG. 5 is a schematic representation of a PIO data-in
transfer from data storage device 18 to host device 16. In one
example, PIO data-in transfer may be defined as PIO data
transfer from data storage device 18 to host device 16. In
another example, PIO data-in transfer may be defmed as PIO
data transfer from host device 16 to data storage device 18.

Initially, cryptographic interface 10 intercepts critical
IDE/ATA data transfer parameters such as data transfer
mode, data transfer size, and the like, to prepare for PIO
data-in transfer between data storage device 18 and host
device 16 according to these parameters, as generally shown
in step 110 of FIG. 5. Cryptographic interface 10 generates
read strobes for IDE controller 32 (shown in FIG. 1) to begin
retrieval of data from data storage device 18. Data storage
device 18 responds by transmitting encrypted data to cipher
engine 24 of cryptographic interface 10 for decryption via
small input data buffer 26 (shown in FIG. 1). Cryptographic
interface 10 continues to generate read strobes, as generally
depicted in step 112 of FIG. 5, until the decrypted data is
ready to be transmitted to host device 16 via small output
data buffer 28 (shown in FIG. 1). ]

As generally shown in step 114 of FIG. 5, host device 16
generates read strobes to retrieve decrypted data from cryp-
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tographic interface 10. The host device-generated read
strobes are forwarded directly to data storage device 18 by
way of IDE controller 30 (shown in FIG. 1), IDE controller
32 and IDE controller 14 (shown in FIG. 1) for the remain-
ing duration of the data transfer.

As generally depicted in step 116 of FIG. 5, upon comple-
tion of the data storage device side data transfer, IDE
controller 30 of cryptographic interface 10 ceases forward-
ing host device-generated read strobes while host device 16
continues to read the remaining incoming decrypted data
from cryptographic interface 10.

The PIO data-in and data-out transfers result in substan-
tially identical data throughput rates on both sides of cryp-
tographic interface 10 thereby avoiding the traditional need
for dataflow control support by cryptographic interface 10
due to differences in strobe periods on each side of crypto-
graphic interface 10.

The initial and final portions of the PIO data transfers do
not encounter dataflow control problems even though no
data strobes are being forwarded in these relatively short
portions of data transfer. One reason is because these data
transfer portions are relatively short. Another reason is
because the data transfer between host device 16 and cryp-
tographic interface 10 alone does not require dataflow
control. Data transfer between cryptographic interface 10
and data storage device 18 alone, also, does not require
dataflow control. In general, dataflow control may be
required by cryptographic interface 10 when there is a
difference in the quantity of data transferred on both sides of
cryptographic interface 10, but since these relatively short
initial/final data transfer portions only occur on either the
host device side or the data storage device side, no dataflow
control is generally required by cryptographic interface 10.

FIG. 6 generally shows one embodiment of real-time data
encryption/decryption system 8 of FIG. 1. Specifically,
cipher engine 24 of cryptographic interface 10 is pro-
grammed to cease data encryption/decryption immediately
upon detection of small output data buffer 28 being full, as
generally shown by the output buffer full message of FIG. 6.
Specifically, all pipeline ciphering stages cease data pro-
cessing immediately with no data being accepted any more
from small input data buffer 26. Any data present in the
ciphering pipeline does not advance to succeeding stages
any further. The entire ciphering operation appears “frozen™
until cipher engine 24 detects that small output data buffer
28 is no longer full. At that point, cipher engine 24 resumes
data processing and each ciphering pipeline stage continues
operation from where it had previously stopped. A person
skilled in the art should recognize that this ciphering setup
simplifies circuitry and consequently data processing, as
well as reduces manufacturing costs.

FIG. 7 is a flowchart generally depicting a method for
real-time data encryption/decryption during IDE/ATA data
transfer. In step 140 of FIG. 7, ATA information is
exchanged between host device 16 and data storage device
18 via cryptographic interface 16 (shown in FIG. 1). Cryp-
tographic interface 10 intercepts critical ATA parameters,
receives incoming data, processes data, and transmits pro-
cessed data to data storage device 18 or to host device 16,
respectively. In one example, data processing may refer to
data encryption. In another example, data processing may
refer to data decryption.

In step 142, cryptographic interface 10 receives dataflow
control signals from host device 16 or data storage device
18, respectively. In step 144, cryptographic interface 10 is
programmed to determine if all data has been processed. If
all data has been processed, host device 16 checks or reads
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the status of data storage device 18 via IDE controller 12
(shown in FIG. 1), IDE controller 30 (shown in FIG. 1), and
IDE controller 32 (shown in FIG. 1), as generally shown in
step 146 of FIG. 7, and data transfer stops. If all data has not
been processed, cryptographic interface 10 is programmed
to determine whether data is streaming between host device
16 and data storage device 18, as generally shown in step
148 of FIG. 7.

In step 150, if data is streaming, cryptographic interface
10 is programmed to immediately forward the received
dataflow control signals from host device 16 to data storage
device 18, or vice versa. In step 152, if data is not streaming,
cryptographic interface 10 is programmed to delay forward-
ing and regeneration of the received dataflow control sig-
nals. The real-time data encryption/decryption cycle contin-
ues, as generally shown by directional arrow 154.

FIG. 8 is a flowchart generally depicting a method for
real-time data encryption/decryption during UDMA/Multi-
word DMA data transfer. In step 160, ATA information is
exchanged between host device 16 and data storage device
18 via cryptographic interface 10. Cryptographic interface
10 intercepts critical ATA parameters, initializes a data burst
with host device 16 (shown in FIG. 1) and data storage
device 18 (shown in FIG. 1), receives incoming data,
processes data, and transmits processed data to data storage
device 18 or to host device 16, respectively. In one example,
data processing may refer to data encryption. In another
example, data processing may refer to data decryption.

In step 162, cryptographic interface 10 receives datafiow
control signals from host device 16 or data storage device
18, respectively. In step 164, cryptographic interface 10 is
programmed to determine if a termination control signal has
been received from host device 16 or data storage device 18,
respectively. If a termination control signal has been
received, cryptographic interface 10 is programmed to deter-
mine if data transfer has ended, as generally shown in step
168. If data transfer has ended, cryptographic interface 10
performs a data burst termination procedure with host device
16 or data storage device 18, respectively, as generally
shown in step 170.

In step 172, in case of UDMA/Multi-word DMA data-out
transfer, cryptographic interface 10 is programmed to for-
ward ATA information from data storage device 18 to host
device 16, and data transfer stops. In case of UDMA/Multi-
word DMA data-in transfer, cryptographic interface 10 is
programmed to transmit manipulated ATA information from
data storage device 18 to host device 16, and data transfer
stops.

If a termination control signal has not been received,
cryptographic interface 10 is programmed to immediately
forward the received dataflow control signals, as generally
shown in step 168 of FIG. 8, from host device 16 to data
storage device 18, or from data storage device 18 to host
device 16, respectively. Similarly, if data transfer has not
ended, cryptographic interface 10 is programmed to imme-
diately forward the received dataflow control signals, as
generally shown in step 168 of FIG. 8, from host device 16
to data storage device 18, or from data storage device 18 to
host device 16, respectively. The real-time data encryption/
decryption cycle continues, as generally shown by direc-
tional arrow 174.

FIG. 9 is a flowchart generally depicting a method for
real-time data encryption/decryption during PIO data trans-
fer. In step 180, ATA information is exchanged between host
device 16 (shown in FIG. 1) and data storage device 18

25

30

35

45

50

60

65

10

(shown in FIG. 1) via cryptographic interface 10 (shown in
FIG. 1). Cryptographic igterface 10 intercepts critical ATA
parameters.

In step 182, cryptographic interface 10 receives incoming
initial data and processes the initial data. In case of PIO
data-out transfer, cryptographic interface 10 is programmed
to delay forwarding of host device-generated write strobes.
In case of PIO data-in transfer, cryptographic interface 10 is
programmed to generate read strobes.

In step 184, cryptographic interface 10 receives incoming
data and processes the incoming data. Furthermore, in case
of PIO data-out transfer, cryptographic interface 10 is pro-
grammed to forward host device-generated write strobes
from host device 16 to data storage device 18. In case of PIO
data-in transfer, cryptographic interface 10 is programmed
to forward host device-generated read strobes from host
device 16 to data storage device 18.

In step 186, cryptographic interface 10 is programmed to
determine if data transfer has ended. If data transfer has not
ended, the real-time data encryption/decryption cycle con-
tinues, as generally shown by directional arrow 190. If data
transfer has ended, cryptographic interface 10 is pro-
grammed to generate write strobes in case of PIO data-out
transfer, as generally shown in step 188, and append the
same to the storage device-side data transfer, as described
hereinabove in reference to step 106 of FIG. 4, and the data
transfer process stops. As further shown in step 188 of FIG.
9, in case of PIO data-in transfer, cryptographic interface 10
is programmed not to forward the host device-generated
read strobes, and the data transfer process stops.

While the invention has been described in terms of
various specific embodiments, those skilled in the art will
recognize that the invention can be practiced with modifi-
cation within the spirit and scope of the claims. Additionally,
features illustrated or described as part of one embodiment
can be used in another embodiment to provide yet another
embodiment such that the features are not limited to the
specific embodiments described above. Thus, it is intended
that the present invention cover all such embodiments and
variations as long as such embodiments and variations come
within the scope of the appended claims and their equiva-
lents.

What is claimed is:

1. A data ciphering system comprising:

at least one cryptographic interface operatively coupled

between at least one host device and at least one data
storage device, said at least one cryptographic interface
adapted to perform data burst initialization procedure
with said at least one host device and said at least one
data storage device during Ultra Direct Memory Access
(UDMA) data transfer; and said at least one crypto-
graphic interface adapted to perform real time data
encryption and decryption during said UDMA data
transfer between said at least one host device and said
at Jeast one data storage device, where said at least one
cryptographic interface is configured to process data at
least as fast as said at least one host device and said at
least one data storage device so as pot to impair the
overall data transfer efficiency.

2. A data ciphering system comprising:

at least one cryptographic interface operatively coupled

between at least one host device and at least one data
storage device, said at least one cryptographic interface
adapted to perform data burst initialization procedure
with said at least one host device and said at least one
data storage device during Ultra Direct Memory Access
(UDMA) data transfer; and said at least one crypto-
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graphic interface adapted to perform real time data
encryption during said UDMA data transfer between
said at least one host device and said at least one data
storage device, where said at least one cryptographic
interface is configured to process data at least as fast as
said at least one host device and said at least one data
storage device so as not to impair the overall data
transfer efficiency.
3. A data ciphering system comprising:
at least one cryptographic interface operatively coupled
between at least one host device and at least one data
storage device, said at least one cryptographic interface
adapted to perform data burst initialization procedure
with said at least one host device and said at least one
data storage device during Ultra Direct Memory Access
(UDMA) data transfer; and said at least one crypto-
graphic interface adapted to perform real time data
decryption during said UDMA data transfer between
said at least one host device and said at least one data
storage device, where said at least one cryptographic
interface is configured to process data at least as fast as
said at least one host device and said at least one data
storage device so as not to impair the overall data
transfer efficiency.
4. A data ciphering system comprising:
at least one cryptographic interface operatively coupled
between at least one host device and at least one data
storage device, said at least one cryptographic interface
adapted to perform data burst initialization procedure
with said at least one host device and said at least one
data storage device during Ultra Direct Memory Access
(UDMA) data transfer; and said at least one crypto-
graphic interface adapted to intercept at least one
UDMA data transfer between said at least one host
device and said at least one data storage device, and
transparently performs real time data cipher processing
on said at least one intercepted UDMA data transfer,
where said at least one cryptographic interface is con-
figured to process data at least as fast as said at least one
host device and said at least one data storage device so
as not to impair the overall data transfer efficiency.
5. A data ciphering system, comprising:
at least one host device;
at least one data storage device; and
at least one cryptographic interface operatively coupled
between said at least one host device and said at least
one data storage device, and adapted to intercept and
reproduce IDE/ATA dataflow control signals between
said at least one host device and said at least one data
storage device during Ultra Direct Memory Access
(UDMA) data transfer between said at least one host
device and said at least one data storage device,
- wherein said IDE/ATA dataflow control signals during
said UDMA data transfer include data burst initializa-
tion, data burst pausing, and data burst termination
procedures; said at least one cryptographic interface
transparently performs real-time data ciphering pro-
cessing on at least one intercepted UDMA data transfer;
and said at least one cryptographic interface is config-
ured to process data at least as fast as the at least one
host device and the at least one data storage device so
as pot to impair the overall data transfer efficiency.
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6. A data ciphering system, comprising:

at least one host device;

at least one data storage device; and

at least one cryptographic interface operatively coupled
between said at least one host device and said at least
one data storage device, and adapted to delay forward-
ing of IDE/ATA dataflow control signals between said
at least one host device and said at least one data
storage device during IDE/ATA PIO data transfer
between said at least one host device and said at least
one data storage device, wherein said IDE/ATA data-
flow control signals during the IDE/ATA PIO data
transfer include read data strobes and write data
strobes; said at least one cryptographic interface trans-
parently performs real-time data ciphering processing
on at least one intercepted IDE/ATA data transfer; and
said at least one cryptographic interface is configured to
process data at least as fast as the at least one host
device and the at least one data storage device so as not
to impair the overall data transfer efficiency.

7. A data ciphering system, comprising:

at least one host device;

at least one data storage device; and

at least one cryptographic interface operatively coupled
between said at least one host device and said at least
one data storage device, and adapted to delay forward-
ing and generate IDE/ATA dataflow control signals
between said at least one host device and said at least
one data storage device, wherein said IDE/ATA. data-
flow control signals during PIO data-out transfer
includes write data strobes; said at least one crypto-
graphic interface further comprising at least one cipher
engine adapted to transparently perform real time
cipher data processing during the PIO data-out transfer
between said at least one host device and said at least
one data storage device; and said at least one crypto-
graphic interface is configured to process data at least
as fast as the at least one host device and the at least one
data storage device so as not to impair the overall data
transfer efficiency.

8. A data ciphering system, comprising:

at least one host device;

at least one data storage device; and at least one crypto-

graphic interface operatively coupled between said at
least one host device and said at least one data storage
device, and adapted to generate, forward, and cease
forwarding IDE/ATA dataflow control signals between
said at least one host device and said at least one data
storage device during PIO data-in transfer between said
at least one host device and said at least one data
storage device, wherein said IDE/ATA dataflow control
signals during said PIO data-in transfer include read
data strobes; said at least one cryptographic interface
further comprising at least one cipher engine adapted to
transparently perform real time cipher data processing
during the PIO data-in transfer between said at least
one host device and said at least one data storage
device; and said at least one cryptographic interface is
configured to process data at least as fast as the at least
one host device and the at least one data storage device
so as not to impair the overall data transfer efficiency.
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